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HIPAA TRAINING NEEDS ANALYSIS 
 
 

OVERVIEW 
 

 
Around the globe, technology leaders are facing a surge of problems due to the new 

remote work environment caused by the Covid-19 pandemic.  These issues range from 

providing adequate technical support for remote staff to issues revolving around data 

protection, data management and cybersecurity.   

 

HIPAA data privacy, regulatory compliance and cybersecurity are current pain points in 

my organization.  I’ve conducted a brief audit of existing data privacy and cybersecurity 

safeguards and have discovered a need for my organization to update its HIPAA 

compliance training program. 

 

The Health Insurance Portability and Accountability Act (“HIPAA”) sets the standard for 

sensitive patient data protection. Companies that deal with electronic protected health 

information (“ePHI”) must have physical, network, and process cybersecurity measures 

in place and follow them to ensure HIPAA compliance. Covered entities (anyone 

providing treatment, payment, and operations in healthcare) and business associates 

(anyone who has access to patient information and provides support in treatment, 

payment, or operations) must meet HIPAA compliance. Essentially anyone who can 

acquire, access, use or disclose/transmit ePHI is affected by HIPAA. 
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In 2009, Congress modified HIPAA with the addition of the Health Information 

Technology for Economic and Clinical Health Act (“HITECH”), which changed the 

relationships among health care professionals, organizations, payors, and patients by 

focusing on the implementation and use of health information technology. HITECH puts 

emphasis on privacy and cybersecurity, including expanded application and 

enforcement. 

 

For my second tech leadership project, I’ve chosen to conduct a brief training needs 

analysis focused on HIPAA/HITECH compliance with the following learning goals: 

 
1. Review current company practices; 
 
2. Go task by task to identify trainable competencies; 
 
3. Evaluate those competencies and explore individual needs; and 
 
4. Prioritize training needs and consider long term needs. 
 

 
 

PROCEDURES 
 

 
I used the LinkedIn Learning platform to gain a better understanding of the steps 

involved in order to conduct a Training Needs Assessment and spent approximately 8 

hours of research time reviewing the lengthy and complex provisions of HIPAA federal 

law to gain a better understanding of how to identify trainable competencies.   
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I’ve come to learn that a key aspect of HIPAA is Part II, called the Security Standards, 

are broken into three groupings: (1) Administrative Safeguards; (2) Physical 

Safeguards; and (3) Technical Safeguards, which is the focus of this project. 

 

FINDINGS 
 
 
Through a careful review of the existing HIPAA Part II regulations, I’ve been able to 

identify the following training needs related to technical safeguards: 

 

1. Data integrity: An organization is responsible for ensuring that the data in its care 

remains in an unaltered state. To use a technical term, checksums should validate that 

data is as we expect it to be. If we can’t be sure that our data is accurate…Houston, 

we’ve got a problem. 

 

2. Data protection: The data housed in an enterprise should be safe and encrypted 

when possible. It should be behind firewalls and safe from viruses and hackers, and the 

client should have every reason to believe that it will remain safely in the care of the 

organization. 

 

3. Configuration management: To avoid the inadvertent introduction of a change into 

the system that could lead to productivity or, worse, security breach issues, the 

organization is responsible for maintaining a thorough record of configurations pertinent 

to its data systems. 
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4. Authentication: How does the organization confirm that the person who is accessing 

your data is who he or she claims to be? The most basic level of authentication is a user 

id and password, but some organizations would do well to add a second layer of 

authentication, force password changes, add complexity to password requirements, and 

more. These are all aspects of the authentication requirement in HIPAA. 

 

The HIPAA rule, in this case, extends from administrative staff to the technical staff, and 

you can see how important it is to ensure that stakeholders work with technical staff to 

implement and then document how they have complied with HIPAA. 

 

I’ve created a data visualization flowchart to summarize my evaluation of identifying 

trainable competencies and exploring individual needs (see, Appendix A).  

 

NEXT STEPS 

Adherence to HIPAA must be an ongoing, full-time effort.  Successful compliance 

requires strong leadership, detailed policies and procedures, annual risk assessments 

and the desire to do what is best for both the company and the clients’ data.  Next steps 

will include completion of the HIPAA compliance checklist (see, Appendix B), working 

with IT staff to develop a cybersecurity incident response plan (“CSIRP”), and looking 

into investing in cloud-based compliance software to ensure our organization is ready to 

respond promptly to any cybersecurity incidents. 
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Appendix A 
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Appendix B 
 

HIPAA Compliance Checklist 
 
When was our HIPAA Compliance Program last 
updated/revised? 

 

Does Program include separate policies on 
Privacy and Security pursuant to the HITECH 
statute and Rules? 

 

Have we conducted a HIPAA Risk Analysis for 
Security and Privacy? 

 

Have we done vulnerability assessments of 
network?  

 

Have we conducted an Application & Data 
Criticality Analysis? (Print the analysis and 
submit it with the questionnaire.)  

 

Have we created a Disaster Recovery Plan?   
Have we created a Data Backup Plan?   
Have we created an Emergency Mode of 
Operations Plan?  

 

Have we created testing and revision 
procedures?  

 

When was the last time we performed an audit to 
determine HIPAA compliance status?   

 

How often is staff trained & informed about 
company’s HIPAA policies and programs?  

 

When did we do our last staff training on HIPAA?   
Which employees receive HIPAA training?   
Were the HITECH updates to HIPAA included in 
the training?   

 

 
 


